Information Assurance

Preemptive Cybersecurity

www.gaits.com
Vulnerability Analyses/Intrusion Detection

e |dentify external and internal malicious behavior and potential data compromise

! “ww%ﬁ},  Employ vuInerabiIi'ty assessment toc?ls such as Foundston(? and eEye.r Retina

Wz * Leverage standardized enterprise-wide approach to security operations and managing
computer security incidents

AT Regulatory Compliance Support

e * [|SMA
e NIST Special Publication 800 series
e FIPS 199 and 200
e DoDD 8500.1, Information Assurance
e DODI 8500.2, Implementation Assurance Implementation
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Security Architecture

e Leverage GAITS Standardized Information Assurance Model (SIAM) to manage the migration
of security architectures with automated inventory and asset control tools and that centralize
security services and their management

e Partner with customers to develop a target security architecture and measure its migration
and operation

Certification and Accreditation (C&A)

e Support DITSCAP to DIACAP transition
¢ National Information Assurance Certification and Accreditation (NIACAP)
* NIST 800-53 and 800-37
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We Bring Repeatable Security Operations Processes

 Fully incorporates Confidentiality,
Integrity, and Availability (CIA)
Triad Model

* Employs a “big picture” view of
security incidents and events to
get out in front of vulnerability

threats
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